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OVERVIEW

Financial services organizations have a legal obligation to securely maintain the nonpublic 
or sensitive personal information of their customers. Failure to do so can constitute an unfair 
and deceptive trade practice, as negligence, or a breach of state data security laws, and could 
result in regulatory actions and class actions. Almost any company can be victimized by a 
cyber intrusion or attack even after taking reasonable precautions. Consequently, it is critical 
that management have a vetted, actionable “Cybersecurity Incident Response Plan” in place 
before such an incident occurs.1 This Response Plan provides procedures for management of a 
company to address an incident so an organization can operate while managing an incident, and 
conducting an investigation. 

1. PRELIMINARY ACTIONS

These actions should be taken now, before a cybersecurity incident occurs.  These actions should 
be taken in recognition that organizations that store nonpublic personal information of consumers are 
frequently targets and at a high risk of such an incident. 

a. Federal Financial Institutions Examination Council (“FFIEC”). The FFIEC is an interagency 
body of the Federal government that has comprehensive materials. Members are encouraged to 
review the FFIEC Information Technology Handbook, “Information Security.” 

b.	 Appoint	a	Chief	Cybersecurity	Officer and an Assistant who will act in the absence of the Chief. 
The Cybersecurity Officers, in consultation with senior management, must:

(1) Populate the Cybersecurity Incident Response Team (CIRT) and maintain a current means to 
contact each member of the CIRT 24 hours a day, 365 days a year. CIRT members must notify 
all other Team members whenever their availability or contact information changes.

(2) Maintain a company’s cybersecurity policies and procedures in a current posture.
(3) Coordinate the actions of the CIRT once an incident is detected.

c. The Cybersecurity Incident Response Team (“CIRT”). The CIRT is responsible for creating 
and maintaining a company’s cybersecurity policies and plans, and has the authority to act 
immediately in the event of a cybersecurity incident or breach. This team must be able to operate 
promptly and effectively so it should neither be too large or unmanageable.  It should include 
one or more members from the following departments, depending on the size and resources of a 
company:

(1) One or more members of Senior or Executive Management. Senior or Executive 
Management is responsible for communicating with other members of senior management 
and the Board of Directors as soon as knowledge of an incident is received, and keeping 
those persons informed throughout the incident.  

(2) The Chief Cybersecurity Officer.
(3) Information Technology (IT). IT is responsible for conducting a breach investigation including 

detecting the source of an incident, reporting that to other members of the CIRT and 
implementing recovery efforts.

(4) Legal. An attorney from the office of General Counsel with knowledge of the obligations a 
company has to provide notices, preserve evidence, and transmit a Legal Hold Notice once 
a cybersecurity incident is detected.
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(5) Public Relations. This department is responsible for responding to inquiries and shaping 
internal communications to employees and external communications to the press, investors 
and others.

(6) Board Member. Identify a Director who may become a member of the response team.

d. Insurance. At least one member of the CIRT must understand the company’s cyberincident 
related insurance coverage.
(1) Determine if additional coverage exists under other existing business insurance policies, 

particularly the scope of coverage for digital assets, business interruption, reputational harm, 
customer liability, the costs associated with forensic investigations, customer notifications, 
regulator fines and penalties, and potential credit monitoring expenses. If inadequate 
coverage exists, cybersecurity or incident insurance coverage should be obtained.

(2) Coverage limits should be appropriate for the size and complexity of the organization, as 
well as the quantity and sensitivity of the data stored, and potential vulnerability points.

(3) Anticipate a meaningful cybersecurity audit which may reveal potential areas of weakness 
and vulnerability for breaches.   

e.	 Define	the	Company’s	Critical	Data	and	Assets.	This includes understanding the IT and non-
IT or physical security environment for that data.
(1) Have an adequate system in place that is configured to detect attempts to illicitly gain 

access.
(2) Determine the data that is most sensitive, and the required investment or procedures 

necessary to protect critical assets or “crown jewels”.  
(3) Perform detailed cyber-risk analysis, including vulnerability and penetration testing, to 

determine the most likely points of access and their relative levels of vulnerability. 
(4) Determine the cybersecurity protection assets that are in place and whether they are 

current, and their adequacy for the quantity and quality of the data stored.
(5) Identify an off-site data backup location.

f. Develop an Incident Response Plan and Keep the Board of Directors Advised.
(1) Present the Board of Directors with the Incident Response Plan and have it adopted.
(2) Update the Board with internal cybersecurity developments as well as federal and state 

regulatory activity and judicial developments, and make appropriate changes to the 
Incident Response Plan, including:
(a) Advising the Board on plans or the need to use outside experts to help with the security 

framework, when necessary.  
(b) Determine how often the Board wishes to receive briefings on the cybersecurity threats 

facing the organization.

2. INITIAL ACTIONS WHEN AN INCIDENT OCCURS.  

These actions should be taken by anyone who learns of or detects a potential cybersecurity incident 
or breach within the organization, or receives a report of such an incident from a third-party. NOTE: 
This Step occurs simultaneously with reporting the incident and gathering evidence.

a.	 Contact	the	Chief	Cybersecurity	Officer	regardless of the time of day or day of the week who 
will notify the CIRT.

b. Initial Assessment of the Incident. The IT members of the CIRT undertake an initial 
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assessment of the incident, simultaneously preserving evidence of the breach in a forensically 
sound manner, and avoiding any suggestion of tampering. They must:
(1) Make a preliminary assessment to determine if an intrusion actually occurred and whether 

sensitive data or information resources are compromised or customer data was likely 
exposed.

(2) Determine the nature and scope of the incident (what systems or protocols have been 
affected, how widespread is the incident, the origin of the attack, whether customer, 
employee or trade secret information is affected, and whether the attack is ongoing). 
Promptly report their assessment to the CIRT.

(3) Take immediate steps to limit continuing damage (e.g., disconnecting or isolating systems, 
rerouting traffic, block denial-of-service attacks, etc.).

(4) If the attack is ongoing, log continuing activity.
(5) Determine the availability of back up data and when to import it.
(6) Promptly report their findings to the CIRT and recommend actions to take immediately 

to re-establish a secure IT environment, mitigate further damage, preserve evidence, 
initiate recovery operations, and identify next steps. The critical time in any cybersecurity 
investigation is the first 48 hours when information may be gathered about what machines, 
systems or protocols were breached, how they were breached, and what information or data 
may have been affected.

c. Meeting of the CIRT. Probable subject matters should be:
(1) Briefing on the incident.
(2) Review the coverage available under the cybersecurity insurance policy and how 

notification to the carrier will occur.
(3) Identification of inside and outside resources that may be necessary due to the gravity 

of the incident (e.g., employment of a forensic specialist, outside legal counsel, public 
relations firm, etc.).

(4) Determine the content of notices that must go to customers, and consideration of other 
means of communicating such as a toll-free hotline for customer inquiries, web site 
notifications with FAQ, etc.

(5) Determine whether notice must be transmitted to vendors with whom there are mutual 
nondisclosure obligations. 

(6) Evaluate required reporting obligations to state and federal agencies and public officials, 
and whether discretionary notification should be made to the federal Department of 
Homeland Security, FBI, and Secret Service.

(7) Build a global response that is specific to the current incident. Subjects in addition to 
those in (3) above may include consideration of whether a public relations firm should be 
employed, a strategy for dealing with affected customers and consumers whose nonpublic 
personal information was compromised, and potential compensation or services to be 
provided to affected customers. 

(8) Consider appropriate communications strategy prepared by public relations for internal 
and external stakeholders, such as news outlets, web site postings, and for publicly traded 
companies whether to recommend to the Board of Directors that a Form 8-K must be filed 
with the Securities and Exchange Commission. 

(9) Prepare an initial assessment report for the Board of Directors, and in the CIRT’s 
discretion, make additional recovery recommendations such as:
(a) Steps that should be taken to prevent continued damage.
(b) The use of back-up data to restore systems.
(c) The maintenance of detailed records of steps taken in mitigation and recovery, and 
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their associated costs.
(d) Recommending additional security steps to inhibit further intrusions.
(e) Notifications to government regulators such as the Attorneys General of states in which 

notifications are required, notifications to prudential regulators, etc.
(f) Confirm that the intrusion has ceased, that the vulnerability has been eliminated and 

that new vulnerabilities have not been introduced.

3. GATHERING AND PRESERVING EVIDENCE

The purposes for gathering evidence are to resolve the incident, and forensically preserve material 
that may be needed for legal proceedings. [NOTE: This Step occurs simultaneously with Step 2 Initial 
Actions].  

a. Preserve Incident Data. Restrict access to evidence of the incident due to the sensitive nature 
of the data or incident scenario. Both logical and physical restrictions must be put in place to 
limit and preserve access to evidence and incident records.
(1) Incident actions should be maintained starting from the point of a suspected incident. These 

should include records of every step taken. Incident Response Team Meeting records 
should be developed and retained. Understand the overall business impact.

(2) Procedures need to ensure that evidence is accounted for at all times and their chain of 
custody is documented and strictly maintained.

(3) Forensically -sensitive logs should include:
(a) Identifying information (e.g., the location, serial number, model number, hostname, 

media access control (MAC) addresses, and IP addresses of a computer).
(b) Name, title, and phone number of each individual who collected or handled the 

evidence during the investigation.
(c) Time and date of each occurrence of evidence handling.
(d) The locations where the evidence was stored.
(e) Any 3rd parties directly involved.

(4) Evidence from an identified system should be collected as soon as one suspects that an 
incident may have occurred. 

(5) Capture volatile data from systems as evidence. This includes lists of network connections, 
processes, login sessions, open files, network interface configurations, and the contents of 
memory. Running carefully chosen commands from trusted media can collect the necessary 
information without damaging the system’s evidence.

(6) Obtain system snapshots through full forensic disk images, not file system backups. Make 
disk images on sanitized write-protectable or write-once media. This process is superior to 
a file system backup for investigatory and evidentiary purposes. Imaging is safer to analyze 
than the original system because the analysis may alter the original.

(7)  A snapshot of the system as-is is better than a snapshot after incident handlers, system 
administrators, and others have altered the state of the machine during investigation. 

(8) Users and system administrators must be alerted to the steps that they must take to 
preserve evidence.

(9) Forensic analysis and evidence handling procedures should be included in Incident 
Response Tests to ensure procedure capabilities.

b. Post-Attack Actions. Remain vigilant – some companies have sustained multiple breaches.
(1) Forensic analysis and evidence handling procedures should be included in Incident 

Response Tests to ensure procedure capabilities.
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(2) Conduct a “lessons learned” exercise promptly after the response has been completed. The 
response team should discuss its actions, what went right, what went wrong and how to be 
better prepared the next time.

(3) The positives should be highlighted and adopted as sound procedures for future use. 
Negatives should be noted and fixed. If they were part of the incident response plan, the 
plan should be updated.

(4) Include others who weren’t involved directly in the response but who may offer informed 
perspectives that team members might miss. For example, those managers who supervise 
team members when they’re not responding to an incident can be a good addition.

(5) Review the information security awareness training to determine if additional training should 
be performed. This is especially important if the incident was caused by some form of social 
engineering via telephone or email. 

(6) After an incident occurs, advise the Board regularly on post-incident events and progress.

4. RESOURCES

a. Department of Homeland Security, cybersecurity online information page (http://www.dhs.gov/
topic/cybersecurity)

b. Federal Trade Commission, “Start with Security, a Guide for Business, Lessons Learned From 
FTC Cases” (June 2015) (https://www.ftc.gov/system/files/documents/plain-language/pdf0205-
startwithsecurity.pdf)

c. Federal Financial Institutions Examination Council (FFIEC), “Cybersecurity Assessment Tool” 
(June 2015) (https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_June_2015_PDF2.pdf)

d. Federal Financial Institutions Examination Council (FFIEC), “Start with Security” (September 
2016) (http://ithandbook.ffiec.gov/it-booklets/information-security.aspx)

e. National Institute of Standards and Technology (NIST) & U.S. Department of Commerce, 
“Computer Security Incident Handling Guide” (August 2012) (http://dx.doi.org/10.6028/NIST.
SP.800-61r2) 

f. U.S. Department of Justice, “Best Practices for Victim Response and Reporting of Cyber 
Incidents” (April 2015) (http://www.justice.gov/sites/default/files/criminal-ccips/legacy/2015/04/3
0/04272015reporting-cyber-incidents-final.pdf)
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